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NIST SP 800-63-3

DIGITAL IDENTITY GUIDELINES

) To provide the service, do you need any personal information?

«-—

Y

\

Inconvenience, distress, or damage to standing or reputation
Financial loss or agency liability

Harm to agency programs or public imterests

Unauthorized release of sensitive information

Personal safety

Givil or criminal violations

Did you assess at moderate for any '
of the remaining categories?

o

9 Do you need to resolve an identity uniquely?

L no B | »

9 To complete the transaction, do you need the information to be validated?

Low
Low
Low
Low
Low

Low

Moderate
Moderate
Moderate
Moderate
Moderate

Moderate

v

g yes or | don't know
9 What are the risks (to the organization or the subject) of providing the digital service?

High
High
High
High
High
High

Did you assess at high for any of the above?

?,_k_,

for personal safety?

b

Did you assess at low for harm to agency programs or Did you assess at moderate
public interests, unauthorized release of sensitive
information, personal safety, or civil or criminal violations?

4@4—|—>m> (2} Can you accept references?

Y
m«—i—-?
LA

Use references if can complete the transaction
(End )0 s ; . :

or offer the service without complete attribute values.

Figure 6-1 Selecting IAL

&

See federation
recommendations.
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AzdenlgisnsniiseAumudgetie (Identity Assurance Level) Tusgaula

sEAUANLUWTIBRBYae koL URAR (Identity Assurance Level: 1AL)

Identity Assurance Level ‘

IAL1: At IAL1, attributes, if any, are self-asserted or should be treated as self-asserted.

IAL2: At IAL2, either remote or in-person identity proofing is required. IAL2 requires

identifying attributes to have been verified in person or remotely using, at a minimum,

the procedures given in SP 800-63A.

IAL3: At IAL3, in-person identity proofing is required. Identifying attributes must be

verified by an authorized CSP representative through examination of physical

documentation as described in SP 800-63A.
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SELAUANMUUTBN YRR ke UTURIAY (Authenticator Assurance Level: AAL)

Authenticator Assurance Level

AAL1: AAL1 provides some assurance that the claimant controls an authenticator

registered to the subscriber. AAL1 requires single-factor authentication using a wide range

of available authentication technologies. Successful authentication requires that the
claimant prove possession and control of the authenticator(s) through a secure

authentication protocol.

AAL2: AAL2 provides high confidence that the claimant controls authenticator(s)

registered to the subscriber. Proof of possession and control of two different

authentication factors is required through a secure authentication protocol. Approved

cryptographic techniques are required at AAL2 and above.

AAL3: AAL3 provides very high confidence that the claimant controls authenticator(s)

registered to the subscriber. Authentication at AAL3 is based on proof of possession of a

key through a cryptographic protocol. AAL3 is like AAL2 but also requires a “hard”

cryptographic authenticator that provides verifier impersonation resistance.
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